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Linux/UNIX Filesystems

* Linux, with its UNIX heritage, supports a wide
variety of filesystems

« The most commonly used filesystem format for J(;'OO” |
Linux is the ext filesystem, usually version 4 simply - ’: \’\ Aust j:g:::zh1l ﬁ]jmeddie
because that is the default for many OS install [ { I @ ) J | InetifreddiemMome
programs \ -/ L f NF.'_S_\

« Each filesystem format has a different structure N ) ( \, Sk on
and tries to meet different needs Local System & / Remote Systen

_ _ http://systemmanager.ru/nbadmin.en/ch29s12s12s03.htm
* A single computer may have multiple filesystems of

differing types
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MacOS

 Apple for most of its early years shipped its operating systems with the HFS filesystem

 To support more file management options and larger system, Apple improved on HFS to
produce HFS+

 Recently Apple has moved to another filesystem type called APFS to better support SSDs and
made it their default filesystem for new disks

 Other filesystems work with SSDs, but they have kludges and hacks to avoid early death on
SSDs - these work but are not a solution designed from the ground up like APFS
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Commercial UNIX

e Several vendors produced commercial UNIX systems (e.g. IBM, HP, Oracle, etc.)

« Many of them implemented the UFS filesystem, the ones that are out there now support many
different types of filesystems

« ZFS is very popular with file server suppliers

« Many NAS devices run Linux or BSD UNIX and use EXT4 and ZFS respectively
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Linux/UNIX Forensic Considerations

* Linux/UNIX does nOF use a Peg_'Sth’ The Filesystem Hierarchy Standard (FHS)
programs make their own choices . | | = |
about where and how to keep . . | | | .

Essential Programs Noo-Essential Programs User Directones Kernel Fde Systems Mount Points
- g . .
f t t O sbin ntnid) Syitem-Seectic Portatie el oot proc s un e met
‘ 0 I I I l I I a I O I I al l d ' I S e I d a a Uier Brared Roct B Csertal Lerarws ’ Norad Users Root Moers Proceds Srsters = Kormel Runte=e Rermovadie Meda Torrpotary Tm:a'r‘ Fles
2.1 ) (v, =ty ) 00 )3 )0 DS ol opt uw (Bome'semars Deeciory Iformyton 1E0ermaton oeTat0n (Croen, 8000y ) Flasysterns 4
Contiguraton Fies Reas-Only
(norg cont. fitap )| Aot Software Prodrius Fhes
Y Y A
Dot 26 v i1 4
Boot-Related Fies Darvice Fies Service Data Virabie Data
nady ofn iy A » — .

* Linux/UNIX system files are placed in
an organized hierarchy following best S S A — R

Directories comainng files needed 10 run essential programs Directonies comaining files needed 10 run non-essential programs Directones used for mounting devices and file systems
n | ] ]
r\ aC t I C e l I I d e I I n e S r\ e fl F H S - Ibin - Essential binanas such as 'cp’ or s’ that all uses have access to - letc - System.speacific configuration files for programs in /usr and /opt - Imedia - Removable media such as CD.ROMs and floppy drves
n - Isbin - Essential binaries only available the root user - lopt - Addaional programs not found in distnbution repositones - imnt - Temporary file systems such as USB drives
- lib{64) - Lidranes needed for essental binanes in /(s)bin - lusr - Portable, read-only, non-éssential programs and program files - tmp - Pseudo-filesystem for temporary files. Cleared by the kernel on boot
n | ]
e LI HUX/U NIX systems are deS|gned for
i Kernel Flle Systems: Other directories:
Diroct Uu:_or:r:ctodn. Sic filos Directones populated by the kernel 10 provide information 10 programs and the user
Pe al t - - - N e . oot - Fies essential for booting the system such as initrd, kernel, and bootioader configurabon
- I I I l e S I I I l l I a n e O l I S I I l l I I — ' I S e P l I S e - fproc - Information about processes, the kernel and system hardware - Idev - Device files for physical devices such as HDDs as well as data streams (stdn, stdout )
b ) ' m;?xmml)or U’so?r':le?ogsng:uabon nd programs - Isys - Information about Systéem hardware and the kemel - Isrv- Files used for seqvices offerad by the system such as www, rsync, and ip
’ ’ Tl b - - frun - Information about the system since the last boot Ivar - Vanable (changing) fles such as lock files, logs, and mail

so filesystem permissions get used

more than in Windows to control
aCCeSsS tO ﬁles https://www.reddit.com/r/linux/comments/8kt99k/the_file_system_hierarchy_standard_visualized_or/

Crealead by Max MOsel and RCensad undsr the
Creative Commons CC-BY 4.0 icense Las! edn 20180520
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https://refspecs.linuxfoundation.org/FHS_3.0/fhs/index.html
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Linux/UNIX Forensic Challenges

 UNIX filesystems typically are not friendly to users who make

i : UNIX File System Layout
mistakes or don't know what they are doing

Hard Disk | Disk Partition 1 Partition 2 Partition 3

* Ifit is a desktop system, the GUI tries to encourage users tosend " e

files to the recycle bin before deleting, but nothing enforces that “—| . | T | o L i
Partition | g1ocks | Blocks| List | (filesand | giocks | List | (files and
directories) directories)

* When most UNIX filesystems delete a file, they remove the T S ———
filename from the disk, and disconnect the storage blocks from - -~  Trrtvee.., 5
the metadata (called an inode in some filesystems) fnode List| 370 permissions etc.

. . . Inum ""'1'-29&1-?.,['3_|ock Reference e, M.?.tf, Data

 Storage is much more actively managed in UNIX systems, they e e

. _ v AL TN T
don’t fragment the same way Windows filesystems do, and data el I Keme,j s [as|6]7]s]o
. . . Table
gets overwritten much more rapidly making recovery of deleted m Fiename

file data less likely to succeed
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Linux/UNIX Forensic Challenges

* Linux/UNIX systems do not use drive letters in file pathnames, they create a view of filesystems by
attaching additional filesystems to existing directory names

 Capturing the files of interest often means capturing all of the filesystems, which may not be local
to the computer

 Network-based filesystems using SANs, iscsi, and other technologies is much more common with
Linux/UNIX systems than with Microsoft implementations

 The step of identifying storage of interest can be more complex when Linux/UNIX systems are
present

 The df and mount commands can be used to help identify storage locations and devices in use, the
automounter can mean that storage is dynamic and you must investigate the automounter
configuration and logs to determine if additional devices or networked systems might be relevant
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Slack Spaces

e Linux does not leave random data in ram slack or file slack

 Similarly, any reasonably modern version of a Microsoft
operating system no longer leaves leftovers from previous
programs in ram or file slack - they get filled with
recognizable patterns

 Partition gaps are still the same issue they have always
been

* Ref: https://superuser.com/questions/1058565/file-slack-
ram-slack-why-does-windows-write-arbitrary-ram-bytes-
to-disk-does
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Fig. 1. Slack space in a cluster.

https://www.semanticscholar.org/paper/Data-Hiding-in-Slack-Space-
Revisited-Mohan-Thampy/
8d29f53300b7df66cdd82442300c3c4a57f0833c
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Drive Naming

* Linux/UNIX systems use a convention for drive naming which is fairly universal
* All the device file names live in the /dev directory

 The filenames are commonly 2 or 3 characters to indicate the device driver in use, then a letter to indicate which
device of that type you are accessing, then a number to identify the partition you want

* /dev/sdal is the first SCSI or SATA drive, partition 1

* Leaving off the partition number allows you to access the entire device (i.e. /dev/sda would access the whole drive
including any gaps or unallocated space)

e fdisk -l will list all recognized drives and their partitions, as will Isblk in Linux, diskutil is the tool to use for MacOS

 Superuser permissions are required to directly access storage devices using filenames found in the /dev
directory
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Logical Volumes In Linux

Logical Volume Manager - Virtual Objects

* Linux/UNIX systems are much more likely to use logical

volumes which span drives than Microsoft systems . 'T [ /aatar [ foracte ;\[/appl (e tosicar volume:
» Linux/UNIX installation programs often create them by T jj et
default to give the system user more flexibility later to vgcreofeT

grow the system Ej Eij Eij Ej B

* Linux/UNIX systems also commonly create RAID p“"-"’"-’T
metadisks and storage pools for a number of reasons @ f::ﬂ @ @ @ Linux Parftion

(e.g. Linux/UNIX is used for larger servers, workstation
CIaSS deSktOps’ and ianaStPUCtu r\e devices) https:/www.unixarena.com/2013/08/linux-lvm-volume-creation-operation.html/

* L ogical volumes are easy to recognize; their device names
begin with lvm
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Linux Image Analysis Tools

* Linux has a wealth of command line tools for finding data in any kind of container, including
filesystem images (e.g. grep, sed, awk, etc.)

 They are many forensic tools for Linux systems that can analyze filesystem structures to be
more focused in your search, see https://opensource.com/article/18/4/linux-filesystem-forensics
for a good example of using some of these tools for an investigation

 See the course github website for more lists of tools and resources for Linux/UNIX filesystem
analysis
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