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Fundamental
Concepts

wour mother was a hamster and
your father smelt of elderberries
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What is Cryptography?

 Cryptography is the theory and practice of communicating securely between co-operating parties
 Cryptography is often thought of as another term for encryption, but it is much more

 Cryptography's goal is to add the following properties, known as the CIA properties, to
iInformation:

 Confidentiality

* Integrity

e Authentication

¥

* Many schemes have been devised to communicate securely, adding one or more of these
properties with varying degrees of success
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Applied Cryptography

 Putting cryptographic theory into practice requires designing and implementing processes and
tools that embody those theories

* |n this course, we are examining applications of cryptography to protect digital data at rest and
in flight

* Modern digital cryptography is built on a set of mathematical theories which are beyond the
scope of this course - we are engaging in using cryptographic tools and techniques, not
designing them

 Four cryptographic primitives are used to create all other cryptographic capabilities and we will
examine these and some tools for working with them

« We will also examine related technologies such as creating authentication codes
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 Encryption uses publicly available

character encoding bits a|gOl"Ith Mms tO COﬂVGI"t betweeﬂ

A UTES 01000001 unencrypted data and encrypted data, but
A UTF-16 00000000 01000001 . .

A UTF-32 00000000 00000000 00000000 01000001 also requires one or more pieces of secret
& UTEF-8 11100011 10000001 10000010 iInformation for the data converter to

& UTF-16 00110000 01000010 COmplete the COnver’SiOn

% UTF-32 00000000 00000000 00110000 01000010

https://stackoverflow.com/questions/2241348/what-is-unicode-utf-8-utf-16
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Data Hiding

* Sieves and other Steganographic techniques to hide data are not cryptography
 Data hiding primarily aims to avoid suspicion that there is any secret data at all

« Steganography does not alter the plaintext, it simply covers it using other reasonable-looking
plaintext so that 1t is not possible to know the hidden data is there or extract it without
knowledge of its presence and the technique used to hide it

« Steganography does not authenticate who created the stegofile, or verify the integrity of the
extracted data

 Cryptographic capabilities have been added to some stego tools, but they do their work
separately from the data hiding/recovery
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Compression

« Compression is not cryptography, but many crypto tools include compression capabilities
« Compression replaces data by encoding it using an encoding method designed to reduce the length of the data
« Compression does nothing to prevent anyone from decompressing the compressed data

e Compression does not authenticate the author of the compressed data, or verify the integrity of the extracted
data

* |t is possible with some compression algorithms to select algorithm parameters such that you cannot
uncompress the data without knowing those parameters, but this is normally done for efficiency not security

* The number of parameter choices is too limited to provide security and would fall trivially to simple trial and
error

 Cryptographic capabilities (encryption/hashes) have been added to some compression tools, but they do their
work separately from the data compression/decompression
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Crypto Basics

https://arstechnica.com/information-technology/2019/10/alexa-and-google-home-abused-to-eavesdrop-and-phish-passwords/
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Terminology

Plaintext
Slaintext  The original source data
Additional Input l  Does not imply that the source data is composed of text (e.g.
letters, numbers, symbols)
— Cipher
l Ciphertext
Ciphertext  Data in an encrypted and unreadable form
l Additional Input  Requires secret knowledge to convert back into plaintext
Cipher / Cipher

l  The algorithm or process by which plaintext can be encrypted

and the resulting ciphertext decrypted
Plaintext

 Requires additional inputs (secret knowledge), otherwise the
data is being encoded/decoded, not encrypted/decrypted
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Encryption Key
T

Plaintext

|

Encryption Process

|

Ciphertext

|

Decryption Process

|

Plaintext

Decryption Key

/

Terminology

Encryption

 The act of converting plaintext into ciphertext (i.e. converted to a form
which is unreadable by a third party)

Decryption
* The act of converting ciphertext into plaintext
Keys

* Data required by the encryption and/or decryption processes to successfully
function

Symmetric Encryption

* The encryption key and decryption key are identical or trivially derived from
each other

Asymmetric Encryption

* The encryption key and decryption key are neither identical or trivially
derived from each other

* The encryption key and decryption key are mathematically matched to each
other and only to each other
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Substitution

* When we encrypt plaintext, we are substituting
something we cannot read for something we can

%:\4;;&‘3 _‘, ’ "8 - When we decrypt ciphertext, we are undoing the
EXCITED CHEERFUL substitution which gives us back the original readable and
usable content

 The rules for the substitution we call the cipher, and we
\_ use one or more secret keys as part of the rules, so that
- N DT el just knowing which cipher was used doesn't allow
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Transposition Ciphers

lABCDE FGHIJKLM
XYZA BCDEFGHIJ

NOPQRSTUVWXYZ
l'KLI\II NOPQRSTUVW

Plaintext: CAT == Ciphertext: ZXQ ®

wiki

https:/www.wikihow.com/Create-Substitution-Ciphers
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https://fen.wikipedia.org/wiki/Substitution_cipher
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Transposition Ciphers are among the simplest of ciphers
and are a specific type of substitution

A transposition cipher is one where we keep an ordered
list of the possible characters in the plaintext, and
generate the ciphertext by substituting using an offset
In the list from the plaintext character

Caesar cipher is a very common transposition cipher,
with offset 3 and the offset does not change during the
encrypting/decrypting process

It is said Julius Caesar used this cipher
The key In this kind of cipher is the value of the offset

Only 25 possible keys means you can solve them with
trial and error even on paper



caesar <<<"Hello World"

caesar 13 <<<"Hello World"

rotl3 <<<"Hello World"

caesar 13 <<<"Hello World" | rotl3

caesar 13 <<<"Hello World" | caesar 3 | caesar 6 | caesar 4
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rot13/caesar
CLI tool to do caesar ciphers

e Does 13 character rotation when run as rotil3

e Does 3 character rotation when run as caesar, but
you can specify the rotation to use if you run as
caesar

* Was a common tool to use in the early days of
Usenet to conceal info from the uninformed

 Only handles english letters
* Preserves case
* Preserves non-alphabetic characters

* Man page has a table of character frequencies for
english literature
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https://asecuritysite.com/challenges/ho
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Polyalphabetic Substitution Ciphers

 Substitution ciphers can be created with

more sophisticated substitutions than just
transposition with the goal being to make
cryptanalysis and brute forcing harder

A polyalphabetic substitution cipher is one
where we keep an ordered list of the possible
characters in the plaintext, and generate the
ciphertext by using multiple values from a
lookup table for those characters

The table content is the key for this kind of
cipher

Tables like this but significantly expanded
are called S-boxes and form one component
of advanced encryption algorithms



Plaintext: vignere is not secure

Key: playdirty

alblc|d|e|f|glh]|i]]|Kk|Imnfo|lp|lg|lr|s|t|lulv|iW|X|y]|Z
0(1(2|13|4|5|6|7(8|910|1112{13(14(15/16|17(18{1920/2122232425

Offsets For Key: 1511 024 38 17 19 24

plaintext v i g n e r e i s n o) t S e C u r e

key p I a y d i r t y p I a y d [ r t y

offset 15 | M O | 24| 3 8 | 17 19 | 24 15 | M O 24 | 3 8 |17 |19 | 24

V> 1>> (g>>|n>>|e>>|r>>|e>> |1>> [ s>> nN>>|10>>|t>> S>> |e>>(c>>|u>>|r>>|e>>

algorithm |\ i 179 |04 | 3 | 8 | 17 19 | 24 5| 1] o0 o4 | 3| 8|17 |19 |24

ciphertext | k t g I h z Y b q C y4 t q h k I k C

Ciphertext: ktglhzv bg czt ghklkc
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Vigenere Ciphers

* A Vigenere cipher is one where we start with a
plaintext message and a key and is a form of
polyalphabetic cipher

« Each character In the key Is assighed a numerical
value which is used as the transposition offset for
that plaintext character

 The key repeats as many times as needed to
provide an offset value for each character of the
plaintext

 The key to decrypt is the same as the one to
encrypt - it iIs a symmetric cipher

* The key is needed to decrypt the ciphertext

* For a discussion with examples of substitution
ciphers and why they aren't secure, see the
dcode.fr website link on the course website



http://dcode.fr
http://dcode.fr

Breaking Simple Ciphers

« Simple ciphers are not used for anything but education because they are trivial to break

 The ciphertext is the same length as the plaintext, and the plaintext always produces the same
ciphertext

 The search space for keys is small and easily subjected to brute forcing attacks, simply trying keys
until you have found the right one

 Techniques to make it harder include longer keys, having multiple ciphertext outputs for the same

plaintext, using multiple keys, re-encrypting multiple times in various ways, adding extra data to the
plaintext (padding) prior to encryption, etc.

 Cracking ciphertext is always much easier if you have information about the characteristics of the

plaintext (e.g. length, english language text, image data, microsoft documents, protocol
encapsulations, etc.)
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One-time Pad

* The methods for breaking simple ciphers involve taking advantage of keys that repeat and the small character sets
being used along with knowledge about the statistically probable plaintext character distributions (information outside
of the encryption algorithm that exposes secrets, sometimes referred to as a side channel - think of a stethoscope on
the door of a safe)

« Making this task impossible requires that every message must have a unique key and the key must be random and as
long as the plaintext - this is known as a one-time pad because in practice, the keys were recorded using pads of paper
sort of like in the movie The Numbers Station

 Even though it cannot be decrypted without the key, all you have really done is move the problem of keeping the
plaintexts secret to one of keeping the keys secret and have added the problem of generating keys

 Because of the logistical issues around generating and distributing one-time pad keys, existing keys get reused and then
the uniqueness of the keys is lost

 Using machines to generate the one-time keys in such a way that a human cannot predict them but duplicate machines
can produce the same sequences of keys was the basis for the german Enigma cipher and the japanese Purple cipher,
both used and defeated in WW2 by cryptanalysis that took side channels into account
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XOR Ciphers

 Many ciphers for secure communications use boolean exclusive-or (XOR) substitutions as part
of their encryption/decryption algorithm

* |Instead of using transposition or table-based substitutions, the key's binary representation is
exclusive-or'ed with the plaintext's binary representation to produce the ciphertext's binary

representation

* Thisis a symmetric key substitution, re-applying the same key the same way to the ciphertext
will produce the plaintext

 Because it is a binary-based substitution it is suitable for literally any kind of digital data, not
just human-readable messages, and any key content, not just human-readable characters

* |t is very fast to do on a CPU, and is part of more or less all secure digital ciphers
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